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First request

HTML: welcome page

login

HTML: OAuth redirect

HTML: dashboard

userid

session token

command: login
session token

login success
userid

session token PGSQL

validate session token
get user information

LogoutPOST: userid, session token

HTML: login page

command: logoutuseridsession token

logout success

(stop carrying token) check userid + token
remove: token

CommandPOST: userid, session token

HTML: response page

command: ??useridsession token

response: ??

userid

session token

validate token
check user info

…
…

userid/passwd

authorize snac?

OAuth login

yes

OAuth redirectGET: session token

get snac user info 
+ permissions

store: session token

PGSQLcheck userid + token
check snac permissions
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validate token
check user info

PGSQL
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